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SUMMARY

The objective of this research is to build a specialized
co-processor to enable high performance Advanced Encryption
Standard (AES) encryption and decryption. With the
acceptance of Rijndael as the AES, whereby the Data
Encryption Standard (DES) has been replaced as the Federal
Information Processing Standard (FIPS), the demand for
dedicated hardware thét can efficiently perform AES
encryption and decryption has increased. Keeping this
increased demand in mind, this research aims to build a
specialized co-processor or processor plug-in to enable
high performance Rijndael encryption and decryption for
real-time data transmission, particularly in the fields of

image, speech, and video transmission.

The method of attacking this problem is to implement a
specialized Rijndael hardware in Verilog HDL, while
parallelizing and minimizing the various steps of the
Rijndael algorithm without compromising its inherent
security and integrity. The optimizations proposed in this
thesis improve performance by approximately 16% over a non-
optimized design, and the resulting co-processor achieves a

throughput of 2.08 Gbps in a 0.35pm technology.
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CHAPTER 1

INTRODUCTION

1.1 Background

With the acceptance of Rijndael as the Advanced Encryption
Standard (AES), whereby the Data Encryption Standard (DES)
has been replaced as the Federal Information Processing
Standard (FIPS), the demand for dedicated hardware that can
efficiently perform AES encryption and decryption has
increased. Keeping this increased demand in mind, this
research aims to build a specialized co-processor or
processor plug-in to enable high performance Rijndael
encryption and decryption for real-time data transmission,
particularly in the fields of image, speech, and video

transmission.

The method of attacking this problem is to implement a
specialized Rijndael hardware in Verilog HDL, while
paralleliziqg and minimizing the various steps of the
Rijndael algorithm without compromising the  inherent

security and integrity of the cipher algorithm.



1.2 Origin and History of the Problem

In the year 2000, the block cipher Rijndael was chosen as
the Advanced Encryption Standard (AES) by the National
Institute of Standards and Technology (NIST) [1] [2][3][4].
AES officially replaced the Data Encryption Standard (DES)
[5][6][7][5] as the new Federal Information Processing

Standard (FIPS).

.

Subsequently, there have been multiple attempts to create
dedicated hardware to perform AES based encryption and
decryption. One of the most recent open-core AES cipher
chips with a maximum throughput of 2.97 Gbps was built by
researchersﬁ at the Laboratory for Reliable 'Computing,
National Tsing Hua University in Taiwan [9]. This full-
custom chip was designed and manufactured using TSMC 0.25um
technology, and has a core area of 1,279 by 1,271 umz. The

design uses 63,400 gates and can run at a maximum frequency

of 250 MHz.

Other prominent designs are mentioned in [10], [11,12],
[13], and [14]. In [11,12], the synthesized Rijndaei core
achieves a maximum throughput of 2.29Gbps for 256-bit keys
and data, while utilizing 173,000 gates in a 0.18 micron
technology.  However, this design .only includes an

encryption device and does not perform decryption. Another



synthesized core is presented in [15]. This device can
perform encryption and decryption with a maximum throughput
of 2.33 Gbps for 256-bit keys and data, while utilizing
28,626 gates. A pipelined FPGA implementation that can
produce a throughput of 6.95 Gbps for a 128-bit key and
128-bit data block is described in [13]. When used in
combination with a feedback mode of operation, the
throughput - of this implementation is 695 Mbps. The FPGA
implementation in [10], describes both a pipelined and non-
pipelined implementations, but only of the encryption core.
It does not include decryption or key scheduling.:The best
pipelined implementation reaches 1.94 Gbps, and the best

feedback mode implementation reaches 300 Mbps.

With the above designs in view, this research aims to
achieve better encryption and decryption data rates,
thereby speeding up the security processing of real-time
applications 1like image, speech, and video transmission
while maintaining the security offered by Rijndael. Aside
from using the specialized co-processor for real-time data,
it is also expected that this co-processor would also find
uses in high performance servers such as web servers that
process hundreds of thousands of requests per second.

These servers are usually hard-pressed when it comes to



performing encryption or decryption along with their4
regular duties. However, with the addition of a co-
processor that can.handle the encryption and decryption, a
lot of the strain can be removed from the servers, thereby
enabling them to perform their other duties more
efficiently. Therefore, the co-processor will go a long way

in reducing the loads on the servers mentioned above.



Chapter 2

FUNDAMENTALS OF DATA ENCRYPTION

2.1 Terminology

This section deals with the terminology used in the field

of cryptography:

Plaintext: Plaintext refers to unencrypted data that needs

to be protected from unauthorized entities.

Ciphertext: Encrypted version of plaintext.

Encryption: The transformation of plaintext into an
apparently less readable form (called ciphertext) through a

mathematical process.

Decryption: The  process of obtaining plaintext from
ciphertext is called decryption. Encryption and decryption
usually make use of secret keys and the
encryption/decryption can be performed only 1f one

possesses the proper keys.



Block Cipher: A Dblock cipher encrypts data in discrete
units (called blocks). The most prominent block ciphers in

use today are DES and AES.

Feistel Cipher: A special class of iterated block ciphers
where the ciphertext is calculated from the plaintext by
the repeated application of the same transformation called

a round function.-

Galois Field (GF): A field with a finite number of
elements. The size of the finite field must be a power of

prime number. [16]

2.2 AES Basics

Before getting into the details of the research, it would
be germahe to discuss the basics of the Rijndael/AES
cipher. Rijhdael consists of different transformations that
operate on the intermediate resﬁlt, which is called the
State. The State can be pictured as a rectangular array of
bytes with four rows. The number of columns is denoted by
Nb and is equal to the block length divided by 32. Figure 1
shows a data block of 128 bits. A;,; represents .an element in

the ith row and jth column.
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Figure 1: Rijndael State

Similarly, the Cipher Key can be pictured as a rectangular
array with four rows. The number of columns of the Cipher
Key is denoted by Nk and is equal to the key length divided
by 32. Further information about the Rijndael algorithm can

be found in [4].

Various design criteria were taken into account during the
design of AES. These criteria include resistance against
all known attacks, speed and code compactness on a wide
range of platforms, and design simplicity, among others.
Rijndael is different from many other cipher algorithms
(including DES and its various variants) in that it does
not use the Feistel structurelin its round transformation

[4] [5]. Instead, the round transformation is composed of



three distinct invertible uniform transformations, called

layers which are summarized below:

¢ The linear mixing layer — Guarantees high diffusion

over multiple rounds.

e The non-linear layer — Parallel application of S-boxes

that have optimum worst-case nonlinearity properties.

e The key addition layer — A simple XOR of the Round Key

with the intermediate State.

Each round of encryption in Rijndael consists of four

different transformations which are as follows:

1. Byte Substitution

The Byte Substitution transformation is a non-linear
operation. Each of the State bytes is acted wupon

independently. The substitution table (or S-box) is
invertible and is constructed by the composition of

the following two transformation steps [4]:

1. First, the multiplicative inverse in GF(2%) is

taken.

/

2. Then, an affine transformation (over GF(2%)) is

applied as shown below.
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Figure 2: Affine Transform

Essentially, Byte Substitution maps one Dbyte to
exactly one other byte within the GF(2%). The Byte
Substitution process can be represented as follows in
figure 3, where BA;,; is an element of the state which
undergoes byte substitution to become Bj,; (i being the

row number and j being the column number) :

Ay Byte Substitution

Figure 3: Byte Substitution



2. Shift Row

In Shift Row,

all the rows of the State,

except row O

are cyclically right shifted over different offsets.

The shift offsets C1,

C2 and C3 for row 1,

row 2 and

row 3 respectively depend on Nb. The'dependence of the

shift offsets on the block 1ength Nb 1is as shown in

table 1:

.

Table 1: Row shifts based on Nb

Nb Cl c2 C3
4 1 2 3
6 1 2 3
8 1 3 4

3. Mix Column

In Mix Column,

the columns of the State are considered

as polynomials over GF(2%) and multiplied modulo x* + 1

with a fixed polynomial c(x),

10

which is given by c(x)



‘037 x® + ‘01’ x* + ‘01’ x + ‘02’. The Mix Column steps
can be represented by figures 4 and 5 (it needs to be

noted that Mix Column acts on a column at a time):

bl [2 3 1 17a,
b| |1 2 3 1]aq
b,| |1 1 2 3|aq,
b, 311 2]a

Figure 4: Mathematical representation of Mix Column

Ais Mix Column By

Figure 5: Mix Column

4. Round Key Addition

The Round Key Addition step consists of XORing the
State with the Round Key. The Round Key (which is

different for every round) is derived from the Cipher

11



Key by means of the key schedule. The Round Key length
is equal to the block length Nb. The total number of
Round Key bits is equal to the block length multiplied

by the number of rounds plus 1.

A XOR Ki 4 B

Figure 6: Round Key Addition

The Kkey:  schedule consists of two components: Key
Expansion and Round Key Selection. First, the Cipher
Key is expanded into an Expanded Key. For Nk less than

or equal to 6 the following algorithm is used for key

expansion. Nr represents the number of rounds.

12



Key Expansion(byte Key[4*Nk], word[Nb * (Nr+l)])
for (x = 0; X < Nk; X++)

Wlx] = (Keyl[4*x], Key[4*x+1l], Key[4*x+2], Key[4*x+3]);
for ( x = Nk; x < Nb* (Nr+l); X++ )

{
temp = W([x-1];
if (x % Nk == 0)

temp = SubByte (RotByte(temp)) “Rcon[i/Nk] ;
Wix] = W[x - Nk] * temp;

}

}

SubByte is a function that returns a 4-byte word in
which “each byte is transformed using Byte
Substitution. RotByte performs a cyclic permutation
such that the word (a, b, c{ d) is converted into (b,

c, d, a).

For Nk greater than 6, the algorithm is as follows:
Key Expansion (byte Key[4*Nk], word[Nb * (Nr+1l)])

for (x = 0; x < Nk; X++)
{
Wx] = (Keyl4a*x], Key[4*x+1l], Keyl4*x+2], Keyl[4*x+3]);
for (x = NK; X < Nb*(Nr+l); x++)
{
temp = Wx-1];
if (x % Nk == 0)
temp = SubByte (RotByte(temp)) * Rcon{i/Nk];
else if (x % Nk = = 4)
temp = SubByte (temp);
Wix] = W[x - Nk] * temp;
}
}

13



Rcon [x]

Rcon [x]
element

RC[1]

RC [x]

is defined as follows:

= (RC[x], ‘'00’, ‘00’, ‘00’) where RCI[x] is an
in GF(2%) with a value of z®*?! guch that:

1 (i.e. '01’)

z (i.e. '02’) . (RC[x-1]1) = z™V

After the Key Expansion has been performed, Round Keys

are taken from the Expanded Key by choosing the first

key to consist of the first Nb words, the second key

of the next Nb words, and so on. [4]

In order to decrypt the data that has been encrypted using

the above steps, only the inverse of the above steps needs

to be performed.

14



Chapter 3

OPTIMIZATION TECHNIQUES

From the introduction to the various steps involved in
Rijndael-based encryption and decryption, it can be seen
that there is inherent parallelism within the Rijndael
cipher. A considerable amount of coarse-level parallelism
exists, in that data can be acted upon simultaneously at
the level of bytes, rows, or even the State. Also, it can
be noted that there is the potential for a few of the four
steps outlined above to be performed simultaneously; that
is, they can be combined into a single step to exploit the

- parallelism of operations.

With a view to’exploit the inherent parallelism in Rijndael
and to use the property of there being no strong ordering
between some of the steps (for example, between Byte
Substitution and Shift Row, and between Mix Column and
Round Key Addition), the following exercise was carried
out. The number of the various operations (AND, OR, XOR)
carried out in the four steps was calculated, and using
this number of operations as a guide, an estimate of the

number of cycles that each step would take was made. This

15



hand-based approximation yielded the following: The ratio
of the execution cycles in terms of Byte Substitution:
Shift Row: Mix Coiumn: Round Key Addition is approximately
1l: 2: 4: 1. Since these hand-based approximations are not
highly accurate (hence approximations), Rijndael was
implemented in C++ and the ratio of the cycles in terms of
Byte Substitution: - Shift Row: Mix Column: Round Key

Addition was found to be 1: 2: 3: 1.

Based on the approximated execution time required for each
step as profiled in the software implementation, Byte
Substitution and Shift Row are combined into a single step
since there is no data dependency between the two steps. In
addition to the combination of E%e two steps, each byte of
the State can be acted upon iﬁ parallel thereby enabling
faster encryption or decryption.’Similarly, Mix Column and
Round Key Addition are combined into a single step since
there is no strong ordering between the two steps. Also,
the State in this newly combined step can be acted upon in
sets of four bytes (one column) in parallel. The
combination of the Mix Column -and Round Key Addition raises
an important issue that needs to be addressed. The Key
Expansion needs to be done separately in order to enable

the combination of Mix Column and Round Key Addition. Key

16



Expansion is either performed at the beginning of the
encryption process since it needs to be done only once for
a given key, or it is performed such that the required
round key is available prior to Round Key Addition.
Additionally, the Byte Substitution is implemented as a set
of equations. The substitution caléulation is made every
time a substitution needs to be made. The rationale behind
this implementation is described _in chapter 4. In summary,
N Byte Substitution and Shift Row are combined into one
single step. All the bytes of the State are acted upon in
parallel. Also, Mix Column and Round Key Addition are
collapsed into a single step. The State is acted upon at
the level of columns (four bytes) in parallel. The Key
Expansion needs to be done prior to the cipher rounds being
executed. The Rijndael cipher in its original form can be

represented as follows in figure 7:

17



Step 1:
Key Expansion

}

Step 2:
Byte Substitution

|

Step 3:
Shift Row

'

Step 4:
Mix Column

|

Step 5:
Round Key
Addition

Figure 7: Original Rijndael Cipher

18



The Rijndael cipher after‘ the optimizations (collapsing
steps, and acting on multiple bytes at the same time) can
be represented as foliows in figure 8. it needs to be noted
that in the Byte Substitution + Shift Row step all bytes of
the state are acted upon in parallel. Also, in the Mix
Column + Round Key Addition step, the State is acted upon
the level of columns in parallel, that is, four bytes in

parallel.

Step 1:
Key Expansion

S

Step 2:
Byte Substitution
+ Shift Row

|

Step 3:
Mix Column +
Round Key
Addition

Figure 8: Optimized Rijndael Cipher
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Chapter 4

HARDWARE IMPLEMENTATION

4.1 Overview

The Rijndael co-processor was designed using Verilog HDL,
synthesized wusing Synopsys Design Analyzer and targeted
towards the HP 0.35pm libraries. The design consists of
three separate modules — one for key expansion, one for
encryption and one for decryption. Since key expénsion is
required both for encryption and decryption, the key
expansion module is shared by the encryption and decryption
modules. The encryption and decryption circuits: are
synthesized as two separate modules because having two
separate modules allows greater flexibility in placing the
encryption and decryption modules on separate data paths if
needed. Additionally, separate modules which do not share
any circuitry can allow for encryption and decryption to be
carried out simultanéously. This is a major advantage of
the current implementation over prior schemes. The three
basic modules also make use of a combination of the
following sub-modules: byte substitution module, inverse

byte substitution module, mix key module and the inverse

20



mix key module. The byte substitution and invefse byte
substitution modules perform the byte substitution and
inverse byte substitution functions respectively. The mix
key and inverse mix key modules perform the mix column and
round key addition, and inverse mix column and key addition
functions respectively. The mix key and inverse mix keyE
modules perform operations on 16, 24, or 32 Dbytes

simultaneously, depending on the data block 1length. The

mechanism for shifting rows is discussed later.

All of the modules are constructed so that all different
Rijndael combinations of data block and key block lengths
are covered. The modules can thus operate under the

following 9 modes as shown in table 2:

Table 2: Modes of operation of design

Mode # Key Block Length Data Block Length
0 128 128
1 128 192
2 128 256
3 192 128
4 192 192
5 192 256
6 256 128
7 256 192
8 256 256

21




From the above table it can be seen that the three modules
perform AES encryption and decryption as a subset of the
Rijndael algorithm. (Modes 0, 3, and 6 correspond to AES

encryption and decryption).

The following sections explain each of the three modules in

detail.

4.2 Key Expansion Module

The key expansion module is resbonsible for performing key
expansion of the input 128, 192, or 256 bit key and
transforming the same into an expanded key (also referred
to in this text as output key). The key expansion module
can perform either online or offline sub-key computation, a
major advantage in terms of flexibility over other schemes.
The lengths of the expanded keys & for the 9 modes of
operation, and the number of cycles in the hardware
implementation required to complete the expansion are

listed in table 3:

22



Table 3: Expanded key lengths and number of cycles required
for key expansion

Mode # Input Key Output Key Number of
"Length Length Cycles
0 128 1408 11
1 128 2496 20
2 128 3840 30
3 192 1664 9
4 192 2496 13
5 192 3840 20
6 256 1920 14
7 256 2880 22
8 256 3840 v 29

Even though the output key lengths may be the same for some
modes, the number of cycleé needed to generate the output
key is different for each case. The reason for this
@ifference in the number of c¢lock cycles 1is that a
different algorithm needs to be followed for a different
input key length as mentioned earlier. This accounts for
the difference in the number of clock cycles needed to
perform the complete key expansion. Also, a trend seen in
the table above is that as the block size increases, the
length of the expanded key increases, thereby increasing
the number of clock cycles required for the completion of

the key expansion.

The key expansion module also makes use of four byte

substitution modules to perform four parallel Dbyte

23




substitutions required in the key expansion process. As
mentioned earlier, the byte substitution module is not
implemented as a lookup table. Lookup tables generally
suffer from increased latencies associated with the lookup.
Since the byte substitution module would need to use 256
different possibilities, and since multiple byte
substitution modules are used in this design, the case
statement approach was not deemed feasible for coding. The
approach taken to solve this problem was as follows: Each
of the 256 inputs and corresponding outputs were coded in
PLA format, and read using Design Analyzer. The compiled

file was saved in Verilog format and added to the design.

Two clocks act as inputs to the key expansion module. While
the main key expansion module operates on the rising clock
edge of the first clock (referred to henceforth as
clock_0), the byte substitution module operates on the
rising edge of the second clock (referred to henceforth as
clock_1). Clock 0 and clock_1 are synchronized such that

clock_1 operates at twice the frequency of clock_0.

The key expansion module consists of 34,227 gates and has a
worst case path delay of 4.18ns. Therefore, the maximum
~frequency at which this circuit can be clocked is 239.2MHz

(for clock_1). This implies a frequency of 119.6MHz for

24
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clock_0. At this frequency, the following throughput can be
achieved for the previously mentioned nine modes of
operation (with the addition of four more byte substitution
modules this throughput can be doubled; since clock_ 1 is
twice the frequency of clock_0, this would enable the

computation of two expanded keys simultaneously):

Table 4: Throughput of key expansion module

Mode # Throughput (Gbps)

0 ) 1.392

.765

.510

.552

.766

.148

.187

.392

O[O (U TWI[N |-
RIRIN[FPIRP|IM]O|O

.056

4.3 Encryption Module

The encryption moduie is responsible for encrypting the
input data block with the expanded key. This module also
operates in all nine modes. The encryption module contains
the sub-modules for the byte substitution and mix key

operations. There are a total of 72 byte substitution

25




modules and 8 mix key modules. The reason for the high
number of byte substitution modules is the following: For
the shift row operation, instead of the shifting the bytes
of the state by using assignment statements, the state is
inputted to the byte substitution modules in a fixed way
that effectively accomplishes the shift. To make the above
point clear, consider the following example. Say there are
2 bytes [x,y] that need to undergo a shift to the state
[y,x]. Using assignment statements, one of the ways that
the the shift can be accomplish is as follows: temp=y; y=X;
x=temp. Alternatively, x<=y and y<=x can be used. The new
state [y,x] can now be used as an input to the byte
substitution module. ﬁo&ever, in the current design, the
inputs to the byte substitgtion modules are defined such
that they are of the form [y,x]. Therefore, using this
optimization, the shift row step is effectively removed.
While the savings may seem trivial for the case when there
are two bytes, the savings are substantial wﬁen thete are
up to 32 bytes in a state and the shift row needs to be
done up to 14 times for a single data block. However, the
tradeoff involvea with the lower operation count is that
there is extra hardware involved. Since the shifts for each

mode are not uniform, there need to be separate byte

26



substitution modules for each length of.data blocks, namely

for 128, 192 and 256 bytes.

Once again the main encryption module is clocked with
clock 0, while the byte substitution and mix key modules
are clocked with clock 1. Another optimization made in the
encryption module is that at a given point of time, the
encryption module can handle two blocks of data, each up to
256 bits in length. In other words, the encryption module
is pipelined. While one 'data block 1is wundergoing byte
substitution, the other .is in the mix key mwmodule.
Therefore, the hardware utiliéation énd data throughput are
increased as compared to thé case when there is no

pipelining.

Also, the current design can accommodate the wuse of
separate keys for each data block thereby removing any
issue of lowered security. In deneral, with pipelining the
same key is uséd to encrypt multiple data blocks. This
raises an issue where for the same plaintext and same key,
the same ciphertext is produced. However, this is not
really an issue because of the following: Even if the two
data blocks are ‘identical, the cost involved in breaking
even a 128-bit AES key is very high. Furthermore, if the

key 1is changed for the next set of data blocks, the

27



security level 1is increased. In addition, for cases
involving transmission of non-critical data, using the same
key for multiple data blocks may not be a huge security
risk. However, since the current design can accommodate
separate keys for separate data blocks, the above argument

does not hold.

Another reason why pipeiining is sometimes not used is that
if the encryption needs to be done in a feedback mode (the
ciphertext is wused in the next input), the effective
throughput is reduced as a factor of the number of pipeline
stages (in other words, the throughput becomes equal to the
case when there is no pipelining). HoWever, this argument
also does not apply to the éurrent design. Due to the
nature of the design, the two data blocks can be considered
parts of two different feedback‘ loops. Therefore, the
throughput remains the same. The reason why the current
design operates on only two blocks of data at a time is
that the latencies of the byte substitution module and of
the mix key module are about the same. Therefore, there is

no scope for adding more data blocks.

Table 5 1lists the number of cycles needed to perform a

complete Rijndael encryption for the nine different modes:

28



Table 5: Number of cycles required for encryption

Mode # Number of Cycles

0 21

25

29

25

25

29

29

29

oUW

29

Another interesting feature of the current design is that
encryption can begin( as soon as the first round key 'is
ready in the key expansion stage. Thus, the encryption
module does not have to wait for the entire key to be
expanded before the encryption can begin. In other words, a
large part of the key expansion process can be performed in

parallel with the encryption.

The encryption module consists of 65,580 gates and has a
worst case path delay of 4.252ns. Therefore, the maximum
frequency at which this circuit can be clocked is about
235MHz (for clock 1). For clock 0 this translates to a
frequency of 117.5MHz. At this ffequency, the following
throughput as shown in table 6 can be achieved for the

previously mentioned nine modes of operation:

29




Table 6: Throughput of encryption module

Mode # _ Throughput (Gbps)

0 1.432

.203

.037

.805

.805

.556

.075

.075

o|d|afu|n|w|n]e
SR ENYFNY ] iy iy Fory

.075

4.4 Decryption Module

The decryption module is responsible for decrypting the
input data block with the expanded key. This module also
operates in all.nine modes. The decryption module contains
the sub-modules for the inverse byte substitution and
inverse mix key operations. There are a total of 72 inverse
byte substitution modules and 8 mix key modules. The reason
for the high number of inverse byte substitution modules is
the same as speéified for the encryption module. Once again
the main decryption module.is clocked with clock_d, while
the inverse byte substitution and inverse mix key modules

are clocked with clock 1.
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The decryption can also handle two blocks of data up to 256
bits in 1length each. While one data block is undergoing
inverse byte substitution, the other is in the inverse mix
key module. Table 7 lists the number of cycles needed to
perform a complete Rijndael decryption for the nine

different modes:

Table 7: Number of cycles required for decryption

Mode # Number of Cycles

0 21

25

29

25

25

29

29

29

o|d|lajuls|lw|n]r

29

However, the decryption module cannof begin decryption
until the entire key has been expanded. The reason for this
is that the rounds keys are used in the reverse order as
encryption. Therefore, the number of cycles required for
decryption is higher than that required for encryption. A
way to overcome this overhead is to compute the expanded

key offline and therefore save the cycles required for key
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expansion. However, the assumption that encryption is
taking place in a manner that the key for each encryption
or decryption is different leads to a very conservative
estimate of the decryption/encryption 1latency. In most
general purpose block-oriented data transmission a mode.
known as Cipher Block Chaining (CBC) is used. In CBC mode,
the input to the encryption algorithm is the XOR of the
next block of plaintext (128, 192, or 256 bits depending on
the data. block 1length) and the preceding block of
ciphertext. In CBC mode the latency associated with having
to wait for the key expansion to complete does not pose a
major bottleneck, since the same key is used for multiple

blocks. [8]

The decryption module consists of 55,180 gates and has a
worst case path delay of b5ns. Therefore, the maximum
frequency at which this circuit can be clocked is'ZOOMHz
(for clock_1). This translates to a frequency of 100MHz for
clock 0. The reason for the higher 1latency in the
decryption module .is that the inverse mix column step
requires extra steps when compared to mix column. At the
above frequencies, the following throughput of can be
achieved for the previously mentioned nine -modes of

operation:
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Table 8: Throughput of decryption module

Mode # Throughput (Gbps)

0 1.219

.024

.883

.536

.536

.324

.766

.766

o|g|a|u|slw|v|k
RiRRR(Rir|o|r

.766

4.5 Performance Comparisons

Table 9 compares the encryption throughput of the current
design in Gbps with previously proposed designs, namely,
those by research groups at the University of California at
Los Angeles [11,12], and the University of Michigan at Ann
Arbor‘[ls], since these are the synthesized designs with
the highest throughputs reported. Table 9 shows only
encryption throﬁghput because the design in [11,12] does
not implement a decryption module. Furthermore, [15] does
not specify different throughputs for encryption and
decryption. It also needs to be noted that the round keys
cannot be generated in parallel with the decryption because

the first round of decryption uses the last x bits (x =
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128, 192,

or 256)

of the expanded key.

It is not possible

to generate the round keys in the reverse order as would be

required round generation in parallel with
decryption.
Table 9: Performance comparisons .(Gbps)
Mode UCLA UMich Current Current
(0.18um) (0.18um) design design
: (0.35um) (0.18um)
0 1.28 1.64 1.43 3
1 1.33 1.36 1.20 2.52
2 1.14 1.16 1.04 2.19
3 2 2.09 1.81 3.8
4 2 2.09 1.81 3.8
5 1.71 1.78 1.56 3.28
6 2.29 2.33 2.08 4,37
7 2.29 2.33 2.08 4,37
8 2.29 2.33 2.08 4.37

From table 9 it can be seen that the current design when
implemented in 0.35pm does not perform as well as
previously proposed designs. It needs to be noted though
that the current design‘ uses the HP 0.35um technology,
while the designs in [11,12] and [15] use 0.18um
technology. It ié widely accepted that with a 0.7x scaling

in technology, the clock frequency increases by 1.43x [17].

Therefore, if the current design were to be migrated to a
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0.18um process, the clock frequency would increase by a
factor of 2.1. From the projections for the current
design’s throughput in a 0.18um process as shown in table
9, 1t can be noted that this design can outperform the

previous designs.

The design in [11,12] makes wuse of 173,000 gates to
implement a key expansion and encryption mechanism. The
design in [15] uses 28,626 gates to implement the key
expansion, encryption and decryption modules. However, the
full-custom design in [9] uses 63,400 gates. The current
design uses a total of 174,987 gates for the key expansion,

encryption and decryption modules.

Due té thé differences in the technology files used for the
above designs, a baseline model using the HP 1ibraries.Was
impleménted. This model neither had the combination of
steps outlined earlier, nor any pipelining. The baseline
encryption module consists of 74,394 gates and has a worst
case path delay of 4.87ns.‘Therefore, the maximum frequency
at which this circuit can be clocked is 205MHz (for
clock_1). For clock 0 this translates to a frequency of

102.5MHz.

The following table compares the throughputs (in Gbps) of

the optimized model with the baseline model (speedup 1is
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defined as the ratio between throughput of optimized model

and the throughput of the baseline model):

Table 10: Throughput comparisons between optimized and

baseline models (Gbps)
Mode # Baseline Optimized Speedup Speedup
(non- w.r.t. w.r.t.
pipelined) non- pipelined
pipelined baseline
baseline
0 0.60 1.43 2.38 1.19
1 0.51 1.20 2.35 1.18
2 0.44 1.04 2.36 1.18
3 0.76 1.81 2.38 1.19
4 0.76 1.81 2.38 1.19
5 0.66 1.56 2.36 1.18
6 0.88 2.08 2.36 1.18
7 0.88 2.08 2.36 1.18
8 0.88 2.08 2.36 1.18

From the above table,

version performs

version

expressed with respect to baseline values).

(when the baseline

about

123%

better

than

is not pipelined;

it can be seen that the optimized

baseline

percentage

If the baseline

is pipelined, then the optimized version outperforms the

baseline by about 16% on average.
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CHAPTER 5
DESIGN VERIFICATION

The verification of tﬁe current design was performed in two
steps. First, the synthesized model produced by Synopsys
was simulated in ModelSim. Each of the nine modes of
operation was tested. Since the key expansion, encryption
and decryption modules were synthesized separately, they
were simulated separately also! After the design had passed
post;synthesis simulation iﬁ ModelSim, final verification
was done using a Xilinx XCV1000 field-programmable gate
array (FPGA). The FPGA used was houéed on a Celoxica
RC1000-PP board. The design was synthesized using Xilinx
XST, and the bit-file created. by XST was loaded onto the
FPGA. Before the creation 'of the Dbit-file, constraints

based on the pins of the RC1000-PP board were added. This

was done in order to specify the locations of the various
signals on the FPGA ports. The synthesis of the design with
XST produced a model that had a maximum operating frequency
of about 36.8MHz. For purposes of testing 10MHz and 20MHz'
were used ‘as values of clock frequency for the two clocks
clock_0 and clock 1. However, since the maxiﬁum clock
frequency values had already been found using Synopsys, it

can be said that the current design can run at clock
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frequencies much higher than the ones encountered on the
FPGA.board. Note that the XCV1000 FPGA is of the -6 speed
grade. Faster FPGAs would allow higher clock frequency
values. The method by which verification was done on the

FPGA is illustrated in figure 9:

KEY EXPANSION MODULE

Key

Perform Key Expansion

y

| Expanded Key I

ENCRYPTION MODULE DECRYPTION MODULE

Y

Plaintext
Perform Decryption using

Cipheriext and Expanded Key

h

Perform Encryption using
Expanded Key

Decrypted Plaintext ==
Original Plaintext?

Design does not

Y.
:’“ —-—1 Design Worksl!! workl

Figure 9: FPGA Verification
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Essentially in the figure above, the key expansion module,
the encryption module and the decryption module are all
programmed onto the FPGA for 128 bits of data and key.
Using a knewn key, key expansion is performed and an
expanded key is generated. This expanded key is then
inputted to the encryption module where encryption 1is
performed using the expanded key and a known plaintext
value. The ciphertext generated in the encryption module is
forwarded to the decryption module where the expanded key
is used to decrypt the ciphertext. The decrypted ciphertext
is then compared with the original plaintext to ensﬁre
correct operation of the design on the FPGA. In order to
observe the results of the comparison, the LEDs on the
Celoxica RC1000-PP board are utilized. If the decrypted
ciphertext and the known plaintext are the same, a certain
pattern is outputted on the LEDs. . Similarly, if the
decrypted ciphertext and the known plaintext are not equal,
another pattern is outputted on the LEDs. The results of
the FPGA verification however showed that the design worked
as expected and the decrypted ciphertext and the known
plaintext were the same. Test vectors for the verification

of the design were obtained from [18].
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Additionally, to test the ability of the co-processor to
process multiple data blocks and to perform encryption and
decryption of large sets of data, the following method is
used. The Celoxica RC1000-PP board comes equipped with four
banks of SRAM which have capacities of 2MB each. Data are
written into SRAM bank 0 from locations OQOOh to 003Fh.
Figure 10 shows the contents of the SRAM. The data from the
locations 0000h to 0007h are first read into the FPGA.
Using the first 128-bits (locations 0000h to 0003h) of the
data as a key, an expanded key is generated. The 128-bits
between locations 0000h and OOOBH also act as the first
data block, while data in locations 0064h through 0007h act
as the second data block. Using the expanded key, the first
data and second data blocks are encrypted and written to
locations 0040h through 0043h, and 0044h through 0047h
respectively. Using the same key and the same protocol for
dividing the aata into the two plaintext blocks, data in
subsequent locations are encrypted and written to the SRAM.
Using the encrypted values and the expanded key, the
plaintext wvalues are obtained using decryption. Once again,
the calculated and original plaintext wvalues aré compared
to ensure correctness of the design.  In figure 10,
locations 0000h  through  003Fh céntain the original

plaintext, locations 0040h through 007Fh contain encrypted
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values, and locations 0080h through O00BFh contain the
plaintext calculated from the encrypted values. As shown,
the values of the original and calculated plaintext values
are in agreement, thereby prbving the correctness of the
design’s operation. Additionally, the encrypted values are
decrypted with the program used to profile the operation of
the various steps in Rijndael, and with the code from [18].
Also, the.ciphertext obtained from the programs mentioned
above, is compared with the'ciphertext shown in figure 10.
The aim of this exercise is to prove that the encryption
and decryption are in fact in keeping with the Rijndael
specifications, and that theA results obtained are not
merely obtained because encryption and decryption are the
inverse'of each other. To further illustrate the encryption
and decryption processes more cléarly, the picture in
figure 11 is encrypted. The encrypted file should be found
tq have been changed such that it cannot be opened in a
picture editor (since the headers of the file should chang
during encryption). During testing, this was indeed seen to
be frue. Figure 12 shows the decrypted version of the
encrypted file. It can be noted that figures 11 and 12 are
the same on a per pixel basis, thereby proving the working

of the design.
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Figure 10: SRAM
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Figure 11: Original version of picture
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Figure 12: Decrypted version of encrypted picture

44



Chapter 6

CONCLUSIONS

The objective of this thesis was to build a specialized co-
processor or processor plug-in to enable high performance -
Advanced Encryption Standard (AES) encryption and

decryption.

The Rijndael/AES co-processor designed as a result of this
research achieves high data-rates without compromising the
inherent security of Rijndael. The optimizations proposed
in this thesis have been shown to improve performance over
a non-optimized model by approximately 16%. Additionglly,
the design consists of three different modules for
encryption, decryption, and key expansion, ﬁhereby allowing
for freedom of placément of these modules on the chip.
Another salient feature of this design is that the three

different modules can operate independently of each other.

The AES co-processor finds numerous applications in the
area of data transmission. With an increase in the
popularity of content-on-demand, a lot of data is being
transmitted over the Internet. In order to maintain the

integrity of content while being transmitted over the
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Internet, AES encryption is ideal. Since encrypted data is
difficult to copy, data <rights can be managed very
effectively. BAnother use of this co-processor is in the
area of wireless networks. The new Wi-Fi standard 802.111
makes use of AES encryption to ensure integrity of messages
[19] . The co-processor designed during this research can
easily handle the up to 54Mbps data rates that the 802.11x
standards provide. Additionally, since the encryption and
decryption modules do not share any hardware, the design is
very well suited to performing encryption and decryption at

the same time.

The co-processor designed as a result of this research also
finds uses in the area of secure computing and processing.
A new protocol for achieving secure computing through the
use of secure aﬁthenticated memory is described in Appendix

A.
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APPENDIX A

AUTHENTICATED SECURE MEMORY

Aside from the primary applications of the current design
for encryption and decryption for real-time daﬁa
transmission, particularly in thg fields of image, speech,
and video transmission, there is one very important

application that the current design can be used for.

Over the past few years, secure processing and storage has
become a major area of interest for fesearchers. While
secure computing has been a concern for many vyears
[20] [21], Internet-based attacks which seem to be becoming
increasingly destructivef have brought the seriousness of
internet-based attacks to the forefront. While on the one
hand, the Internet has enabled computers in one part of the
world to Dbe connected to computers in another distant
location, on the other, it has also led to many attacks
that exploit the security vulnerabilities of computers. For
example, NIMDA an automated cyber attack which was a blend
of a computer worm and a computer virus,. wreaked havoc

around the world in 2001. NIMDA propagated across the
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nation with enormous speed and tried several different ways
to infect computer systems it invaded, until it got in and
destroyed files. It went from nonexistent to nationwide in
an hour, lasted for days, and attacked 86,000 computers.
NIMDA caused significant damage in industries, forcing
firms to go offline, shutting down customer access, and
requiring some firms to rebuild systems entirely. Industry
sources estimate that the overall financial impact of cyber
attacks resulting from malicious code was around 13 billion
dollars in 2001 [22]. Tamper resistant software [23], and
tamper evident and tamper resistant processing have been
proposed as goals of secure computing [24][25]. The
currently proposed architectural schemes to aid in the
construction of tamper resistant software, and to
authenticate untrusted external memory using trusted on-
chip storage, make use of various techniques to achieve
their goals. A common feature is the use of encrypted
instructions or data stored in the external memory along
with a mechanism to ensure confidentiality. The encryption
and decryption scheme used is usually a block cipher type
of scheme. However, the schemes that are currently proposed
suffer from increased latency due to the overhead that is
associated with encrypting and decrypting data and

instructions, and also due to the overhead associated
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with verifying the. authenticity of these data and

instructions. A major source of the increased létency
is that encryption and authentication need to be
done after the data or instructions have been fetched
from external memory. The overhead associated with the

decryption and authentication adds up with the overhead of
the fetch from memory, and thus has an effect on
performance. A stream cipher can be used to overcome the
latency issues, since using a stream cipher allows for pre-
computation of a key-stream in parallel with data-fetching,
thereby hiding a major part of the latency associated with
encryption/decryption. AES can be used in the CTR mode of
operation to enable stream cipher based encryption [26].
However, use of a stream cipher also createé the problem of
vulnerability to replay attacks. Use of hash trees to
ensure authenticity of data is a well known technique [24]
and can be used to prevent replay attacks. However, schemes
that use hash trees can have memory overheads as high as

25% [24].

One solution to create secure and tamper proof memory could
be the use of an authentication mechanism to authenticate
the memory and CPU to each other. Only an authenticated CPU

can write to or read from memory, and only authenticated
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memory can be written to or read from. This section deals

with how this authentication mechanism can be realized.

Essentially, if memory does not allow a read or a write
from an unauthenticated source, then it can be said that
the memory is secure. This of course assumes that physical
security of the memory is maintaiﬁed. In other words, the
memory would have to be constructed such that any physical
tampering [27] of the memory would render the memory
unusable by the attacker. One way to achieve this would be

to make memory self-destruct upon physical tampering [28].

{

The proposed scheme to authenticate the memory and the CPU
to each other is somewhat similar to mechanisms used to
authenticate computers to each other. The memory and CPU
would share a common secret that would be used to
authenticate one to the other. This secret would be updated
at frequent intervals in order to make sure that no replay
attacks are possible using this secret if it were to fall

into an attacker’s hands.

To explain the above scheme it may be best to take the aid
of an example. Consider a new computer purchased by a user.
The memory and the CPU each contain one 256-bit secret
value, S, and S; respectively, and a 256-bit key K, embedded

in each of them (the secret value’s length can be changed

.
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depending on the security level desired). Additionally, the
CPU contains a value Hy, which is a one-way hash of Sy, while
the memory contains H; which is a hash of S;. SHA-256 or
SHA-512 can be used to generate the hashes [29] [30]. Note
that neither the memory nor the CPU knows the value of each
other’s secret value S;. When the system is first powered
up, the CPU encrypts S; with K, and sends the -encrypted
value E; to the memory, while the memory encrypts Sp with Kq
and sends the encrypted value E; to the CPU. The CPU
decrypts Ep; and then performs a one-way hash on thé
decrypted value Dy. The calculated hash C; should match the
stored hash H,. S}milarly, the memory decrypts E; and then
performs a one-way hash on the decrypted value D;. The
calculated hash C; should match the stored hash H;. If the
calculated and stored hashes match at both the CPU and the
memory, then the two devices are authenticated to each
other. The CPU then sends a new session key K; to the memory
under the protection of Ky. K¢ is now feplaced both in the

CPU and memory with K;.

Now that the CPU and memory are authenticated to each
other, the next round of communication can take place under
the protection of K;. As the round of communication draws to

a close, the CPU sends a new key K, and a new shared secret
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S, to the memory. The new key and the new secret can then be
used in the next round of communication. To start the new
round of communication, the CPU encrypts S, with K; and
sends the encrypted value to mémory. Since only a wvalid CPU
and a valid memory know the wvalue of K;, only wvalid devices
can encrypt or decrypt messages. Furthermore, the memory
creates a hash of the secret S, and sends the hash to the
CPU under the protection of K;. The CPU also calculates a
hash of 8, and compares the calculated hash with the hash
received from memory. If the memory and CPU are
authenticated to each other, then communication can take

place with a new encryption key.

To add more security to the above scheme, the CPU and
memory can use a new encryption key at the end of every
write-back. Basically, the CPU would generate a new key and
attach the key to the encrypted write command and send the
message to the memory. A new key at the end of each write-
back 1is sufficient because first of all the CPU is
authenticated. Secondly, even if an attacker were to manage
to sniff the memory bus, he or she would not be able to
achieve anything because all communication on the memory

bus is encrypted.
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It needs to be noted that data in memory resides in an
unencrypted state. The reason why data needs to be
unencrypted is that if the data is stored in the original
encrypted state, the corresponding Ki.would need to be
stored also. However, since a write to or read from'memory
can only be performed by an authenticatedePU, there is no
danger in storing plaintext values in memory. If additional
security is desired, the data can be decrypted in memory on
write-back, and then re-encryptéd with a different key. The
data can then be decrypted before it is read from memory
again. This re-encryption in memory can be useful in making
physical reading of memory impoésible (of course it 1is
assumed that the memory would self-destruct if it 1is
physically tampered with, so this situation does not really

arise).

It would seem that the cost this scheme would be
exorbitant. In the case where the session key is changed
after .every‘ write-back, every write-back to memory could
involve the additional overhead of sending the next session
key to the memory. However, it has been shown that write-
backs are infrequent. Therefore, the overhead involved is
tolerable. One aspect of the scheme that has not been

touched so far is the generation of the secret values and
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session keys. These values can be generated using a white
noise based random number generator ([31]. Such random
number generators generate values that are considered to be

the closest yet to true random values.
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